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Introduction
The UI Integrity Center (Center) was established to develop “innovative UI program integrity strategies to
reduce improper payments, prevent and detect fraud, and recover any improper payments made.”
[http://wdr.doleta.gov/directives/attach/UIPL/UIPL_28_12_Acc.pdf] The efforts of the Center are
managed by the National Association of State Workforce Agencies (NASWA) under cooperative
agreement with the US Department of Labor (USDOL).
One of the Center’s key tasks is to develop the UI Integrity Data Hub (Data Hub). The Data Hub allows
participating states to submit UI claims data for cross-matching and data analysis. Phase 1 of the Data
Hub concept was launched in Fall 2017, and allows participating states to cross-match claims against a
database of suspicious email domains and the Suspicious Actor Repository (SAR). The SAR is a
repository of data (including phone numbers, email addresses, and bank accounts) associated with
identify theft. The Data Hub concept is summarized in Figure 1 below.

Figure 1: Data Hub Concept
As outlined in the figure above, states can select between various manual and automated communications
channels. States submit claims data using their selected channel to the Data Hub for processing and
analysis. The Data Hub cross-matches the claims against the list of suspicious email domains and the
SAR, and returns a report to the submitting state that highlights any matches found.
The Center is currently working closely with states to develop Phase 2 plans for expanding the
capabilities of the Data Hub. These expanded capabilities may include: interfacing with additional data
sources for expanded cross-matching, establishing a multi-state database of UI claims, and providing
advanced data analysis and reporting.
If you intend to respond, and are interested in receiving additional information on the Data Hub project
and current status, please submit a request to DataHubRFP@naswa.org.
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Purpose
The Center is interested in identifying potential industry partners to augment the Center project team in
the ongoing development of Data Hub Phase 2 capabilities. Interested parties are asked to provide
information on their personnel, corporate experience, and related labor categories and pricing
information. The Center is seeking assistance in the following areas:
•
•
•
•
•

•
•
•
•
•

Project Strategy/Management
Software Engineering/Development
IT Security
System Monitoring/Administration
Requirements Development

Data Architecture/Management
Database Architecture/Management
ETL Management
Program Analysis
System Architecture

Technical Architecture
An overview of the Data Hub architecture is shown below.

Figure 2: Data Hub Architecture
The IDH architecture utilizes an open source software stack in an AWS cloud based environment
according to NIST based best practices. The open source stack includes Red Hat Linux, Apache Httpd,
Apache Tomcat, and Apache Cassandra. OpenAM and OpenDJ are used for single sign on. The AWS
cloud based environment provides scalability, flexibility, availability and is able to be managed with a
small team. The architecture includes a web tier, application tier, and database tier while currently
supporting the SSO login application and SAR application. Interfacing with state IT systems is
accommodated through manual file lookups, SFTP, and Web Services.
If you intend to respond, and are interested in receiving additional information on the Data Hub technical
architecture, please submit a request to DataHubRFP@naswa.org.
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Scope of Work
The scope of work for this RFP includes four separate task areas as described below. Interested parties
may respond only to selected task areas, or all task areas as appropriate.

Part A: Program Strategic Services – Firm Fixed-Price (One Award)
The selected contractor shall work closely with the Center Data Hub Project Manager and Project Team
to provide ongoing program strategic services to support enhancing the project vision, project plan, and
developing plans for resource allocation and execution. The contractor shall provide a small team of 2-3
individuals available on a regular, ongoing basis (estimated up to 30 hours per month) to provide input
and guidance on product development, project management, and technical execution. Strategic services
shall include the following activities:
1) Participating in weekly project status meetings;
2) Participating in periodic virtual and on-site meetings and working sessions;
3) Supporting quarterly strategic planning sessions; and
4) Preparing, reviewing and maintaining project plans and documents.

Part B: Implementation Support for a Distributed Development Capability – Firm-Fixed
Price/Time & Materials (One Award)
The selected contractor(s) shall provide guidance, recommendations and technical assistance to support
the implementation of an independent, in-house distributed development capability within NASWA for
the Center’s Data Hub project. The contractor shall conduct a comprehensive review/assessment of the
current Amazon Web Service (AWS) environment, the Data Hub technology stack, and associated tool
suite used by the Center. Based on this review the contractor shall provide recommendations to fully
build out and maintain a stand-alone distributed development environment. This environment will be
used by virtual/remote Center technical staff and selected contractors to support the development of
expanded capabilities for the Data Hub project. All implementation recommendations shall be
documented in a comprehensive report. The selected contractor shall prepare a draft report and following
the Center’s review and approval shall submit a final report. Recommendations and implementation
should emphasize the use of open source tools. Following review and approval by the Center, the
contractor shall provide implementation and sustainment assistance as required.
The distributed development environment is expected to include the following:
1) Tools: Application Lifecycle Management (ALM), requirements management, testing including
regression, task tracking, burndown, backlog (quasi agile), issue management, build and deploy tools,
release management and configuration control, defect tracking, design, security scanning, code
qualification, Integrated Development Environment (IDE and plug-ins). The Center strongly favors
open source tools and shall approve all tools.
2) Processes and Methods (communications, retrospectives, collaboration, etc.).
3) Standards (requirements, analysis, design, coding, testing and deployment standards). All standards
shall be approved by the Center.
4) Project Governance (such as the notional model below, Figure 3). The Center Project Manager shall
approve the project governance model.
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Figure 3: Project Governance Notional Model
NASWA may leverage this environment, or portions thereof, for some of its other major projects. If you
intend to respond, and are interested in receiving additional information on NASWA major projects,
please submit a request to DataHubRFP@naswa.org.

Part C: Technical Requirements Development/Business Analysis Resources – Time &
Materials or Firm Fixed-Price (One or More Awards)
The selected contractor(s) shall provide qualified resources to assist the Center project team in developing
and documenting business and technical requirements, and supporting business analysis activities in
support of developing expanded Data Hub capabilities. Support shall include the following:
1) Coordinating and facilitating requirements gathering sessions;
2) Interviewing state end users and other stakeholders;
3) Preparing requirements documentation;
4) Developing use cases and design documentation;
5) Preparing test plans and procedures; and
6) Planning and coordinating testing (functional, usability, user acceptance, etc.).

Part D: Development/Technical Support – Time & Materials or Firm Fixed-Price (One or
More Awards)
The selected contractor(s) shall provide qualified resources to assist the Center project team in software
development and associated technical activities to expand the capabilities of the Data Hub.
Development/Technical support shall include the following:
1) Software engineering/development;
2) System architecture review/assessment;
3) Data architecture/management;
4) IT and data security;
5) System monitoring/administration;
6) Database architecture/management; and
7) Extract/Transform/Load (ETL) management.
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Contract Structure
SOW Area A and B:
The Center anticipates making one award for SOW Area A and one award for SOW Area B. Awards
may be made to the same offeror across multiple SOW areas.
SOW Areas C and D:
The Center anticipates awarding Indefinite Delivery Indefinite Quantity (IDIQ) awards to the offerors that
represent the best value to the Center. The Center will then request quotes from offerors awarded these
IDIQ contracts to support specific efforts. Based on these quotes the Center will award a Task Order
(TO) using the labor rates established in the IDIQ base agreement. Each TO awarded shall include a
Statement of Work, estimated labor hours and pricing, total TO funding authorized, and a timeline for
completion/deliverables as appropriate; as well as any additional information needed. Each TO may be
awarded using Firm Fixed-Price (FFP) or Time and Materials (T&M) pricing. A sample task order is
included as Attachment (1).
The Center anticipates awards of $500K to $2M in the base year and comparable awards in each option
year subject to funding availability. If you intend to respond, and are interested in receiving additional
information on NASWA’s standard contractual Terms and Conditions, please submit a request to
DataHubRFP@naswa.org.

Timeline
The RFP timeline of events is shown below:
Project Activity

Timeline

Data Hub RFP Webinar*

26 Jul 18

Final Clarification Questions

2 Aug 18

Questions and Responses Posted

9 Aug 18

Proposals Due

7 Sep 18

Offeror Presentations**

Week of 17 Sep 18

Best and Final Offer Pricing (optional)

28 Sep 18

Award (anticipated)

12 Oct 18

* The Webinar is designed to afford the opportunity for offerors to formulate additional questions and
provide their input/comments. Webinar registration, a PDF copy of this RFP, and RFP questions and
answers will be posted at http://www.itsc.org/Pages/DataHubRFP.aspx.

** Offeror presentations will be conducted with selected bidders determined to be within the competitive
range for awards and may not include all bidders. Offeror presentations may be conducted on-site at
NASWA in Washington, DC. Travel and associated costs are the responsibility of the offeror.
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The Center reserves the right to invite offerors to participate in detailed discussions, clarifications to
responses, and presentations/demonstrations subsequent to the proposal due date.

Proposal Submission Elements
Respondents are requested to address each of the items elaborated upon below. All respondents should
provide Elements 1 and 2. Respondents should provide Elements 3 – 5 for each SOW area (A, B, C, or
D) they propose to support.
1) Company Overview (all respondents)
Provide a brief description of your company, services, business size (revenue, employees, customers), and
points of contact, including name, address, phone numbers, and email addresses.
Limit response to 1 page.
2) Project Summary Citations (all respondents)
Include up to three (3) project summary citations that outline your organization’s experience in providing
strategic and/or technical support for projects of similar content, size and scope to the Data Hub SOW
areas you propose to support. For each project summary citation, please include the following: project
summary, project size/scope, project budget, agency/organization, and agency/organization point of
contact.
Limit response to 3 pages for each citation, up to 3 citations.
3) Technical/Management Approach (for each SOW area)
For each SOW area proposed please provide information on your planned approach to include addressing
the questions listed below.
Part A: Program Strategic Services:
• How will personnel from your organization be selected to provide strategic services?
• How will you organize and manage providing strategic services?
• How will you ensure availability of key staff?
• What deliverables will you develop and/or maintain?
o Please provide examples in developing functional roadmaps where there were many
customer and stakeholder entities involved.
• Have you provided similar services to other projects? What were the results/benefits
provided?
o Please provide examples, in detail, of where the offeror has created technology roadmaps,
and what were the specific outcomes regarding adherence to the roadmaps.
• Outline your planned process for ongoing communications with the Center project manager
and project team.
Part B: Implementation Support for a NASWA Distributed Development Capability
• Provide your planned approach for conducting the initial capability assessment.
• How will personnel from your organization be selected to support the project (both initial
assessment and implementation support).
• How will you ensure availability of key staff?
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Have you provided similar services to other projects? What were the results/benefits
provided?
Outline your planned process for ongoing communications with the Center project manager
and project team.
How will the Bidder ensure that key staff are dedicated to this Task over time? What is the
bidder’s approach to ensuring equal or better qualifications if a substitution is needed?
Single entity responsible for overall delivery. Please describe how your approach will do that
and where have you done this; respond in detail with references
Has the bidder architected, designed, implemented, and sustained a distributed development
and maintenance model whereby virtual/remote staff are actively engaged in software
development processes, including:
o Tools;
o Standards; and
o Governance.
Please provide details of at least two projects, and address all items listed in Scope of Work,
Part B (addressing how these projects are similar to the current Data Hub as described herein,
including use of AWS and the Hub’s technology stack, plus items (1) through (4) in Part B
above).

Part C: Technical Requirements Development/Business Analysis Resources
• What process and tools will you use to collect and document business and technical
requirements?
• How will you ensure participation from all stakeholders in developing requirements?
• How will personnel from your organization be selected to provide business analysis services?
• How will you organize and manage providing business analysis services?
• How will you ensure availability of key staff?
• What deliverables will you develop and/or maintain?
• Have you provided similar services to other projects? What were the results/benefits
provided?
o Please provide project examples where the bidder has worked requirements with
multiple entities.
• Outline your planned process for ongoing communications with the Center project manager
and project team.
Part D: Development/Technical Support
• What tools and standards for software development will you use (please be specific and
enumerate all)?
• How will personnel from your organization be selected to provide development/technical
support?
• How will you organize and manage providing development/technical support services?
• How will you ensure availability of key staff?
• The Center plans to engage each successful offeror as a single entity responsible for overall
delivery. Please describe how your approach to establishing that model and with examples.
o Please provide project examples where the bidder has worked with multiple entities
from requirements to implementation and support.
• Please provide specific project examples where the bidder has developed systems similar to
the Data Hub, using AWS and the Data Hub Technology stack.
• What deliverables will you develop and/or maintain?
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Have you provided similar services to other projects? What were the results/benefits
provided?
Outline your planned process for ongoing communications with the NASWA project
manager and project team.

Limit response to 10 pages per SOW area.
4) Key Personnel Resumes (for each SOW area)
Please provide three resumes (two pages maximum per resume) for key personnel to be assigned to
the project for each SOW area proposed. The same resume may be provided for multiple SOW areas.
Resumes should include: name, proposed labor category, percentage of time allocated to the Data
Hub project, and relevant work experience.
5) Pricing
Complete Attachment (2) Pricing Summary information for each SOW area as appropriate.

Evaluation Criteria
The NASWA project team will evaluate all proposals using the following evaluation criteria and award
base contracts to the contractor(s) that represents the best value for NASWA.
Criteria
Corporate Experience
Technical/Management Approach
Key Personnel
Pricing

Weight
40%
30%
20%
10%

Proposal Description and Process
Participation in this RFP process is voluntary. All costs incurred in responding to, or in participating in
this RFP, will be the responsibility of the vendors, or other third-party organizations participating in the
RFP, and not that of the Center.

Confidentiality
Any document submitted in response to this RFP that contains confidential information must be marked
by a watermark on the appropriate pages as “Confidential.” The confidential information must be clearly
identifiable to the reader as confidential. All other information will not be treated as confidential. Note
all confidential information is for the Center’s use evaluating proposals in response to this RFP.

Instruction and Response Guidelines
Responses to this RFP shall adhere to the page limits specified, and must be in narrative form and provide
details on vendor product capabilities. Responses must be viewable with Microsoft Word or Adobe
Acrobat and printable on 8.5” x 11” paper, must use 12-point font, the margins of each page should be at
least ½ inch, and each page should contain a page number in the footer.
Reponses must be received electronically by 5:00 p.m. Eastern Daylight Time on 7 Sept 2018. Reponses
will be sent to the email address of the sender along with any additional email addresses included in the
submittal.
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Please ensure that the submittal is in Microsoft Word or PDF format. All responses must be submitted
electronically to the following email address: DataHubRFP@naswa.org.
Telephone calls regarding this RFP will not be accepted. Questions may be submitted by email up to 5:00
p.m. Eastern Daylight Time, 2 Aug 2018. The Center will review post questions and answers to the RFP
website.
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ATTACHMENT 1: SAMPLE TASK ORDER
TASK ORDER 001
APPLICATION SECURITY REMEIDATION
Scope of Work
The UI Integrity Center recently contracted with a 3rd party vendor to perform “black box” penetration
testing on the Suspicious Actor Repository (SAR) application and associated Integrity Data Hub (IDH)
infrastructure. Testing did not reveal any significant security-related issues, but it did provide eight
specific recommendations/best practices to improve overall security. The contactor shall be provided and
shall review the black box testing report and work with the UI Integrity Center to implement these
recommendations.
Price
Labor Category
Cybersecurity Analyst
IT Developer
Database Administrator
TOTAL

Hours
15
40
40
85

Labor Rate
$150
$100
$125

Price
$2,250.00
$4,000.00
$5,000.00
$11,250.00

Period of Performance
1 October 2018 – 30 September 2019
Deliverables
The contractor shall prepare a summary report that documents each issue/best practice and documents the
steps taken for implementation.
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ATTACHMENT 2: PRICING DETAIL
Part A: Program Strategic Services – Firm Fixed-Price
Provide annual firm-fixed pricing for up to 30 hours per month for program strategic services.
Base Year

Option Yr. 1

Option Yr. 2

12

Option Yr. 3

Total
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ATTACHMENT 2: PRICING DETAIL
Part B: Program Strategic Services – Firm Fixed-Price/Time & Materials
Provide a firm fixed-price for conducting a comprehensive assessment and preparation of a detailed report providing recommendations for
establishing an independent, stand-alone distributed development environment within the Center. Also, please provide T&M pricing for the labor
categories listed to support implementation.
Assessment Report and Recommendations
Deliverable

Price

Comprehensive assessment report and recommendations
Implementation Support
Labor Category
Sr. Implementation Specialist
Implementation Specialist
Jr. Implementation Specialist
Labor Category
Implementation Specialist

Education &
Experience
MS + 5
BS + 5, MS
BS + 2

Base Yr.
Labor Rate

Description
Provides support in the establishment of
distributed software development. Provides
recommendations on associated tools,
business processes, standards and governance.
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Option Yr. 1
Labor Rate

Option Yr. 2
Labor Rate

Option Yr. 3
Labor Rate

Skills/Qualifications
Application Lifecycle Management (ALM), requirements
management, licensing, testing, issue management, build and
deploy tools, release management and configuration control,
defect tracking, design, code qualification, Integrated
Development Environment (IDE).
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ATTACHMENT 2: PRICING DETAIL
Part C: Requirements Development/Business Analysis Services – Firm Fixed-Price/Time & Materials
Provide T&M hourly rates for the following labor categories for base period and all option periods. Please use a 3% escalation.
Labor Category
Sr. Business Analyst
Business Analyst
Jr. Business Analyst
Labor Category
Business Analyst

Education &
Experience
MS + 5
BS + 5, MS
BS + 2

Base Yr.
Labor Rate

Option Yr. 1
Labor Rate

Description
The Business Analyst works with business and IT professionals to
document the interplay of business processes and/or technology.
Identify inefficiencies in business or IT processes that impact key
metrics. Document requirements information that guides the final
solution.
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Option Yr. 2
Labor Rate

Option Yr. 3
Labor Rate

Skills/Qualifications
Documentation of Methodologies and Strategies,
Data Analysis, Process Modeling,
Communication, Test Planning and Execution,
Cybersecurity.
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ATTACHMENT 2: PRICING DETAIL
Part D: Technical Support – Firm Fixed-Price/Time & Materials
Provide T&M hourly rates for the following labor categories for base period and all option periods.
Labor Category
Sr. Project Manager
Project Manager
Sr. Software Developer
Software Developer
Jr. Software Developer
Cybersecurity Analyst
Sr. Database Administrator
Database Administrator
Jr. Database Administrator
Sr. Solution Architect
Solution Architect
Jr. Solution Architect
Data Architect
Sr. Data Scientist
Data Scientist
ETL Specialist
Sr. System Administrator
System Administrator
Jr. System Administrator

Education &
Experience
BS +10, MS +5
BS +5
MS +5
BS +5, MS
BS +2
BS + 8
MS +5
BS +5, MS
BS +2
MS +5
BS +5, MS
BS +2
BS +10, MS +5
BS +10, MS +5
MS +5
MS +3
MS +5
BS +5, MS
BS +2

Base Year
Labor Rate
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Option Yr. 2
Labor Rate
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IT Degree/Experience Equivalency
The labor category definitions describe the functional responsibilities and education and experience requirements for each labor category. These
requirements are a guide to the types of experience and educational background of typical personnel in each labor category.
Education and experience may be substituted for each other. Each year of relevant experience may be substituted for 1 year of education, and vice
versa. In addition, certifications, professional licenses, and vocational technical training may be substituted for experience or education with the
written approval of the Center Project Manager.
Degree
Associate’s Degree

Experience Equivalence*
1-Year relevant professional experience

Bachelor’s Degree

Other Equivalence
Vocational or technical training in workrelated field
Professional certification

Associate’s + 2 years relevant professional experience, or
4 years relevant professional experience
Master’s Degree
Bachelor’s + 2 years relevant professional experience, or Professional license
Associates + 4 years relevant professional experience
* Successful completion of each year of higher education that has not resulted in a degree may be counted 1-for-1 for a year of experience.
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Description

Skills/Qualifications

Performs day-to-day management of delivery order projects, from original
concept through final implementation. Utilizes proven skills in those technical
areas addressed by the task order to analyze new and complex project related
problems and create innovative solutions involving financial management,
scheduling, technology, methodology, tools, and solution components.
Organizes, directs, and coordinates the planning and production of all activities
associated with assigned delivery order projects. Defines project scope and
objectives including developing detailed work plans, schedules, project
estimates, resource plans, status reports, and project and financial tracking and
analysis. Conducts project meetings and ensures quality standards. Provides
technical and strategic guidance to project team and reviews project
deliverables.
Developers are integral in the design, installation, testing, and maintenance of
software systems. They are responsible for guiding the end user's vision by
assisting with requirements refinement and end user design; ultimately,
transforming software requirements into functioning tools and/or applications.
They define system scope and objectives, develops or modifies processes to
solve complex problems for computer systems and business and electronic
interfaces to achieve desired results through the use of innovative technologies.
In addition, they develop advanced engineering and design methods, theories,
and research techniques in the investigation and solution of complex and
advanced system requirements, hardware/software interfaces and applications,
and solutions. Responsible for design, development, engineering, integration,
and architecture.

Project Management, Team
Management, Resource Planning,
Scheduling, Financial Management,
Status Reporting, Communications,
Quality Assurance.

The Cybersecurity Analysts are responsible for the security and integrity of
data captured and utilized by the business and IT systems. They establish
security requirements and protocols for all elements of an IT solution and then
monitor for internal compliance. Additionally, the Cybersecurity Analysts
monitor the networks utilized by the business to ensure that internal and
external threats are detected, and all potential threats are mitigated.

Cybersecurity Frameworks, System
Design, Network Design, Database
Design, Enterprise Security Protocols.
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Technical Design, Technical
Documentation, Business Analysis,
Data Analysis, Software
Development Fundamentals, Java, J8,
and current Data Hub technology
stack, .NET Framework 4.6 or greater
and .NET Core, TFS/VSTS,
Microservices, Swagger UI, Docker
containers, .NET libraries, ASP.NET
Web Forms and Pages Applications,
WCF Services Implementation,
Identity Server 4 OpenIDconnect,
Workflow-related services.
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Description
The Database Administrators are in charge of planning and development of the
database. This may include participation in selection of underlying hardware as
well as installation, configuration, migration of existing data. In addition, they
participate in on-going troubleshooting, monitoring, security, data recovery,
and data backup.
Solution Architects are visionaries who ensure that the requirements transition
into an architecture and design that become the blueprint for the entire project.
Solution Architects will define specific features within this design and
communicate the structure, design, and characteristics of the software to the
critical stakeholders. This design will include specifications and
documentation that makes delivery of the solution efficient.

Data Architect

The Data Architects determine requirements and implements the overall
structure of a database by evaluating several factors including business
operations, applications and programming, as well other associated systems.
This includes developing a wholistic solution for the proposed system that
includes physical structure, functional capabilities, security, back-up, recovery,
etc. The Data Architects maintain the database solution by monitoring general
performance as well as identifying and resolving any production or application
development issues.

Data Scientist

The Data Scientists are a unique nexus of many different skillsets that come
together to allow insight and understanding to be culled from the wealth of
data that exists within modern IT systems. Data Scientists can work to enhance
knowledge transfer for business directly or can enhance the development of
new technologies such as tools or applications that can indirectly increase the
productivity of an organization.
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Skills/Qualifications
Database Queries, Database Theory,
Operating System Knowledge, SQL,
Networking, Security Protocols
Data.
DevOps, Database Design, Technical
Design, Visual Documentation
Languages, Business Analysis,
Project Management, Product
Management, current Data Hub
architecture, .NET Framework 4.6 or
greater and .NET Core, TFS/VSTS,
Microservices, Swagger UI, Docker
containers, .NET libraries, ASP.NET
Web Forms and Pages Applications,
WCF Services Implementation,
Identity Server 4 OpenIDconnect,
Workflow-related services.
Database Design, Data Modeling,
Data Maintenance, Database Security,
Requirements Analysis, Operating
Systems, Data Integration, Database
Design, Data Migration, Familiarity
with Application Architecture Data,
Cassandra, and transactional open
source and proprietary database
technologies, DataStax
Statistical Analysis, Data
Computation, SQL, Business
Analysis, Data Modeling, Data
Transformation, Algorithm.
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Labor Category
ETL Specialist

System Administrator
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Description

Skills/Qualifications

ETL Specialists work with the Data Engineer to manage the data
transformation process. They lead and perform data sourcing (ETL), data
profiling, and other data sourcing and manipulation functions. They build ETL
jobs and workflows to combine data from disparate sources into a centralized
analytics repository.
System Administrators are responsible for installing, configuring, upgrading,
and monitoring hardware and software. This includes responding to any
usability concerns and helping improve performance for the end users. The
System Administrators will also ensure the security of the system by
maintaining all access controls, backups, firewalls, etc.

Data Modeling, Data, APIs, Cubes,
Extraction/Transformation, Reporting
and Analytics, ETL Toolsets such as
SAP Data Services or Microsoft
SSIS, Data Sourcing QA.
Database Management, Familiarity
with Various Operating Systems and
Platforms, Network Management,
Understanding of Security Issues and
Fixes.
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